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WHAT YOU DON’T KNOW CAN AND 
WILL HURT YOUR COMPUTER. 



Today’s Digital Profile 

• Born after 1990 
• Our children have never stood up to change a TV channel 
• Internet always existed (3/89) 
• They don’t go “online”; they are always connected 
• Definitions of privacy getting tweaked 
• They expect devices to just turn on, connect and work 
• They are more collaborative, get help from social 

networks, not just a web search or in a book 
• By age 21, will have sent an average of 250,000 emails, 

instant messages and texts 
• By age 21, more than 10,000 hours on their cell phone 
• By age 21, more than 14,500 hours online, mostly in social 

networks 
 



Can you TEXT me now? 

• Florida teenager 

– 35,000 / Month (typical month) 

– 1,200 / Day 

• World Record? 

– 182,689 / Month 

– 6,100 / Day 

– 1 / 15 Seconds 



Tonight’s discussion 

• Typical top concerns among parents  

• Parental controls 

• Social networks 

• Mobile phones 

• Viruses and Malware and Spyware – Oh My 

• Questions 

 



Today’s Internet 

• Norton study found 77% of households around 
the world use household internet rules  

• Does that help with today’s SmartPhones? 

• ONLY 32% of households use parental controls 

• Currently over 850 million users on Facebook 

• Consumer Reports estimates  7.5 million U.S. 
users on Facebook are under 13 years old 

• SmartPhones “always on” access to internet 



Typical parental concerns 

• How to limit video sites 
• Should I report cyber bullying to the school? 
• What parental control software do I recommend? 
• Can I stop my child using mobile devices to browse or 

at night? 
• Using filters, especially on mobile devices 
• Blocking purchases of apps 
• Keeping kids off of inappropriate sites or searching for 

things they shouldn’t 
• Social drama created because so many kids <13 are on 

social networks 



Computer User Accounts 

• Easiest way to limit what kids do on a computer; 
and prevent malware getting on computer 

– Create standard (limited) accounts for you and 
your kids to use 

– If you want to track what your kids do, 
create one account for each child 

– Administrator account for when you need to do 
maintenance or add or remove software, 
hardware, etc.  

 



Blocking or Filtering YouTube videos 

•Create account and login 

•Bottom of screen you see option for Safety to be set “ON” or “OFF” 



Blocking or Filtering Google Search 



Blocking or Filtering Google Search 



Norton Online Family (seen here) 

Screenshot from Norton Online Family 



Cell phone smarts for children 

• Get limited phones: no apps, no web, to start 
• Talk with your child about safe cell use 
• Set a password on phone -  can stop “Munching” – when 

an image or message is sent out via BBM to wide group 
(cyberbullying ) and stop kids looking at private messages 
or photos 

• Charge phone in the kitchen or other public room at night 
– Keeps kids from texting late at night; They get more sleep 

• Use time limits to stop calls and texting after hours 
– via cell provider site 

• There are mean, inappropriate apps and games.  
– Monitor what is installed and uninstalled.  



(Image courtesy of IkeepSafe.org) 

• Rochester 
(and outlaying 
areas) is 
MUCH MUCH 
MUCH MUCH 
HIGHER! 



Can you block devices after hours? 

• Computers  
– yes, with parental controls or at router 

• Mobile devices: 
– Music players with web access 
– Smart phones 
– Tablets 
– Gaming systems 

•  At the router level you can block and filter web 
• Some parents just turn off the house router at night 

and/or take it into their bedroom 
• Router??? 



Router? 

 



Everything can be  
more secure and more private 
• Social networks – you can limit account access, require 

more secure pages, limit who can see your page, your 
posts and photos.  
– Visit your account security and privacy settings to learn more 

• Don’t share your user name and password with others 
• Logout from computers when you are done 
• Protect mobile devices with passwords 
• Protect laptops  and mobile devices with anti-theft 

software 
– Track their location 
– Wipe the data 
– Help police with photos and location info 

 



Passwords 
• Unique, complex, try a code that can be customized 

– “I Went to Spain in 2010”  
– Iw2Si10 

– For Amazon, add an “a” in front and an “n” in back 
– aIw2Si10n 

– Substitute numbers/characters for letters 
– @ for a, 3 for e, $ for S, ! For L 
– $tM@ry 

 

• DO NOT use a dictionary word or name 
• Not a phrase -  
• Nothing a good friend might guess 

– like an address, pet’s name, birthday, nickname 

• Most important passwords are for email and social network 
 

• NEVER SHARE A PASSWORD!  
– Not with a spouse, partner, roommate, BFF, or from one website to another.  
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Passwords – Most Common 
1. 123456 
2. Password 
3.  12345678 
4.  Lifehack 
5.  Qwerty 
6. abc123 
7. 111111 
8. Monkey 
9. Consumer 
10. 12345 
11. 0 
12. Letmein 
13. Trustno1 
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Phone 

1. 0000 

2. 1234 

3. 2580 



Other Private information 

• Social network posts 
– Reveal location,  
– Travel plans, 
– Just embarrassing 
 

 

 
 
 

• More common, posting information about ourselves we later 
regret 
– “Bored at work” – girl posted while at a UK job and was later fired 
– Posting photos of underage drinking – lost college scholarships; 

school teacher lost job;  

 
 



Real story of Alison Chang - Dallas, TX 

http://www.nytimes.com/2007/10/01/technology/01link.html 

Photo taken at church BBQ Posted to  Ends up on Australian bus ad 

http://www.nytimes.com/2007/10/01/technology/01link.html


Real story of Smith Family – St. Louis 

They take a lovely Christmas card photo That turns up as a Czech grocery ad! 

http://www.npr.org/templates/story/story.php?storyId=105318456 

http://www.npr.org/templates/story/story.php?storyId=105318456


Using Social Networks appropriately 

• Use privacy settings and safety settings 

• Use unique password and don’t share it 

• Log out when you are done 
– “frape” – term used to describe having your 

Facebook hacked by a friend  

• 1 in 10 social network accounts is hacked 
(Norton study) 

• Users can temporarily de-activate their account  

• FBParents.org has a free guide to using 
Facebook safely 

• Don’t leave your mobile phone unlocked! 



Email Issues 

• Filter / block spam and unwanted senders 

• Spam 

• Viruses / Malware 

• Dangerous links / scams - Phishing 

• Kids being mean to each other 



What is Spam? 

•Unwanted emails 

•Up to 80% of the world’s email is spam 

•Some is dangerous: 

•Chain letters with virus or mail hoaxes 

•links to websites with malware 

•attachments that have viruses in them 

•Phishing emails – offers that are dangerous or fake 

 



Spam Video… 

 

 

 

 

 

 

 

 

 

 

•http://youtu.be/gkBPxfJTjK8 

 

 

http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
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http://youtu.be/gkBPxfJTjK8
http://www.youtube.com/watch?v=gkBPxfJTjK8&feature=youtu.be


Spam examples 



Spam examples 



Spam examples 



Avoiding Spam and Staying Safe 

• Never click unknown links or reply to these emails 
• Check sender’s email or web address. Look at the part that 

is “.com” or “.gov”. Whatever is just to the left is the 
website. 
– i.e. onlinefamily.norton.com = a norton website 

• Never respond to “urgent” or “emergency” emails 
• Never give out your private information like passwords, 

account number, social security numbers, etc. 
• Just because it looks legit, or has the right logos doesn’t 

mean it is 
• When in doubt, visit the website and login as normal to see 

if your account needs attention 



Avoiding Spam and Staying Safe 

• NEVER FORWARD cute emails / jokes 

• Instead COPY and PASTE 



Spotting Virus or Malware Infection 

• Your computer might run more slowly or 
have trouble starting 

• Some programs might not start, especially 
your security software 

• You might see flickering hard drive light when 
you aren’t using computer 

• When you look at your computer’s list of 
programs you might spot odd listings 

• OFTEN YOU CAN’T EVEN TELL!!! 

 



What do I do if my computer has a 
Virus or Malware Infection? 

• BestBuy – GeekSquad 

• Lombardo Computer Service – Rochester 

• Friend 

• Relative 

• ME? 

 

 



Computer Protection… 

• Norton Internet Anti-Virus / Security / 360 

• Kaspersky Anti-Virus 

• AVG Anti-Virus Free 

• Avira Free AntiVirus 

• Avast! Free AntiVirus 

• Microsoft Security Essentials 

 



SmartPhone (Droid) Protection… 

• Lookout Mobile Security 

• WebRoot Mobile Security Basic 

• Anti-Virus Free 

• NetQin Antivirus Free 

• Dr. Web Anti-Virus Light 



SmartPhone (IOS) Protection… 

• Lookout Mobile Security 

• TrendMicro Mobile Security 

• Symantec Mobile Management 

• Trend Smart Surfing 

• Intego’s VirusBarrier 

• Sophos Anti-virus 

• ESET Mobile Security 



STOP Mis-information 

• Snopes.com 

• TruthOrFiction.com 

• Urbanlegends.about.com 

• MuseumOfHoaxes.com 

• StraightDope.com 

• UrbanLegendsOnline.com 

 



STOP Mis-information 



STOP Mis-information 



STOP Mis-information 



STOP Mis-information – SNOPES.com 



Review and Wrapping up 

• Key parent issues 

• Video site management 

• User Accounts 

• Using Phones, Email, Social Networks 

• Passwords 

• Privacy and reputation  issues 

• Spam and Malware 

• STOP the Mis-Information 



QUESTIONS? 



THANK YOU 


