INTERNET SECURITY,
SAFETY AND SPYWARE

WHAT YOU DON’T KNOW CAN AND
WILL HURT YOUR COMPUTER.
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Today’s Digital Profile

* Born after 1990

* Our children have never stood up to change a TV channel
* Internet always existed (3/89)

* They don’t go “online”; they are always connected

* Definitions of privacy getting tweaked

* They expect devices to just turn on, connect and work

 They are more collaborative, get help from social
networks, not just a web search or in a book

* By age 21, will have sent an average of 250,000 emails,
instant messages and texts

* By age 21, more than 10,000 hours on their cell phone

By age 21, more than 14,500 hours online, mostly in social
networks
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' Tonight’s discussion

Typical top concerns among parents
Parental controls

Social networks

Mobile phones

Viruses and Malware and Spyware — Oh My
Questions



Today’s Internet

* Norton study found 77% of households around
the world use household internet rules

* Does that help with today’s SmartPhones?
* ONLY 32% of households use parental controls
e Currently over 850 million users on Facebook

 Consumer Reports estimates 7.5 million U.S.
users on Facebook are under 13 years old

 SmartPhones “always on” access to internet



Typical Pd rental concerns

 How to limit video sites
e Should | report cyber bullying to the school?
 What parental control software do | recommend?

e Can | stop my child using mobile devices to browse or
at night?

* Using filters, especially on mobile devices
* Blocking purchases of apps

* Keeping kids off of inappropriate sites or searching for
things they shouldn’t

e Social drama created because so many kids <13 are on
social networks



Computer User Accounts

e Easiest way to limit what kids do on a computer;
and prevent malware getting on computer

— Create standard (limited) accounts for you and
your kids to use

—If you want to track what your kids do,
create one account for each child

— Administrator account for when you need to do

maintenance or add or remove software,
hardware, etc.




Blocking or Filtering YouTube videos

You TUbe Q Browse = Movies Upload e Mmarianmerritt ~

icy. This stuff matters. Learn more Dismiss

*Create account and login

YOU -I-ube About Press &Blogs Copyright Creators & Partners  Advertising  Developers o Help »

Terms New Privacy Safety Report a bug Try something new!

© 2012 YouTube, LLC English v Worldwide ¥ | Safety: Off v

Choose your safety mode

Use YouTube's Safety Mode if you don't want to see videos that contain potentially objectionable material on YouTube.
While it's not 100 percent accurate, we use community flagging and other content signals to determine and fiter out inappropriate content.

© on @ off

Save

*Bottom of screen you see option for Safety to be set “ON” or “OFF”

| »



Blocking or Filtering Google Searc

GO\ )SIC
Search

Images
Mags
Videos
MNews
Shopping

More

Rochester, MI
Changs locaton

Show search tools

veow. googie comy preferenceshizen

St Mary of the Hills

Saint Mary's of the Hills

smoth org/

Welcome to St Mary of the Hills Catholc Pansh, located m Rochester Hils, Mi since
1989. Currently, over 1600 famfies worship wth us We are a sacramental ...

Bulketin - Praschool - Mass Times - Waorship

Bulietin - Saint Mary’s of the Hills

smath org/aboutus/bulleting Rt

2675 John R Road Rochester Hills, Michigan 48307 | Phone. 248-853-5390 | Fax. 248-
853.7989. Home | Stemap | Contacts Welcome to St Mary of the Hills

St Mary of the Hills: Weicome to Our Pansh

www salntmaryofthehills org

Weicome to St Mary of the Hills Parish, a Roman Cathofic Church and School (
Geades pre-k through 8) nestled close to the Blue Hiks in Miton, Massachusstts
1 Google review

+ 0 Miton, MA
(617) 6966117

St_Mary's In.-The-Hills Episcopal Church | Lake Orion, M|

www stmarysinthehills org

Our mission 3t Saint Mary's-in-The-Hils i 1o be inspred by the Word and nurtured by
the sacraments, to promote an active and communty.CoNsSCioUS ...

St Mary of the Hills + Blowing Rock_Narth Carolina

stmaryofthehills ory/

Welcome to St Mary of the Hills website. \We are members of the Episcopal Church in
the Diocese of Westam Moth Caroling St Mary's 15 an actve pansh with 3 ...

- Rochestar- xster Hils, Ml Patch
tnchesdar pateh combistinaaist-manv.od.the hills
Sening the community since 1989 St Mary

St. Mary of the Hills

Miton, Massachusetts

Address: Miton. M&

Directions

Sant Mary of the Hils 15 a Roman Catholic church
and school located around the comer from each
cther m Miton, Massachusstis

Sign n

Search settings
Advanced search
Web Histery

Search Help
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Blocking or Filtering Google Search

Advanced Search

Find pages with

all these words 5
s esch veord of phrass
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SafeSearch
off
reading level o reading level displaysd

fibe 1ype any tormat

mrenderaie

To do this in the search box

Type ik mmpodni werds tricolor rac terrier
Pasl goimecd wards in QUElES. “rat terTisc”
Type 02 betwesn al the werds you want

L w O =

Put & mirgs sk just before wards you dont wast

rodenz, ="fack Fusmall

Put 2 perds bebwesn the nembers snd add a wit of messure:
16..38 1b, §300..§800, 2010..3011

Fird pil e s it Mt MNGuUigE you Sdkbsl
Firad paipes pobksied i & pAMSCUl FEgion

Fired paipes updsbed withis the Sme you specily

s e wikipedia. ocg bor el your ressks s domein
.oTg Of .gow

Sesrch Tor larmes i fhe whole page, e ilie, or web address, or bnks i
the pape you're laoking for

Tel Tatafasrch how much axphct sawusl content o filber

Firsd paapes ol ars reading kel or st view the vl inl

Firdd pagas in T formal yos




Norton Online Family (seen here)

Alerts = Web [Z] Messaging ‘W Search
Paul's Activity Last 7 Days ||
Most Visited Web Sites
1. www.youtube.com

google.com
tumblr.com

4. uploadsj.clients.google.com
5. b.scorecardresearch.com

Most Popular Messaging Friends

Most Recent Searches

kimbra vertex form

Meed help managing your kids online? |nvite Parent
Share this with a friend

About Us | Download Morton Safety Minder

khanacademy snoj find the vertex of 2 paraols

Q, Social [ Time (iy  Video H Apps
Time Spent On Computer
Total Hours Per Day
Sun Mon Tue Wed Thu Fri Sat

Most Visited Web Site Categories
Advertising

Search

Business

Entertainment &
Music

Uncategorized

-ﬁ- Settings

Summary (&

Average

2%

Screenshot from Norton Online Family



Cell phone smarts for children

* Get limited phones: no apps, no web, to start
e Talk with your child about safe cell use

e Set a password on phone - can stop “Munching” —when
an image or message is sent out via BBM to wide group
(cyberbullying ) and stop kids looking at private messages
or photos

* Charge phone in the kitchen or other public room at night
— Keeps kids from texting late at night; They get more sleep

e Use time limits to stop calls and texting after hours
— via cell provider site

 There are mean, inappropriate apps and games.
— Monitor what is installed and uninstalled.




3 KIDS AND CELL
| PHONE USAGE
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Can you block devices after hours?

* Computers
— yes, with parental controls or at router
* Mobile devices:
— Music players with web access
— Smart phones
— Tablets
— Gaming systems
* At the router level you can block and filter web

* Some parents just turn off the house router at night
and/or take it into their bedroom

e Router???







Everything can be
more secure and more private

* Social networks — you can limit account access, require
more secure pages, limit who can see your page, your
posts and photos.

— Visit your account security and privacy settings to learn more
* Don’t share your user name and password with others
* Logout from computers when you are done
* Protect mobile devices with passwords

* Protect laptops and mobile devices with anti-theft
software
— Track their location
— Wipe the data
— Help police with photos and location info



Passwords

* Unique, complex, try a code that can be customized
— “l Went to Spain in 2010”
— Iw2si10

— For Amazon, add an “a” in front and an “n” in back
— alw2Sil10n

— Substitute numbers/characters for letters
— @ fora,3fore, SforS,!Forl
— StM@ry

DO NOT use a dictionary word or name
Not a phrase -

Nothing a good friend might guess
— like an address, pet’s name, birthday, nickname

Most important passwords are for email and social network

NEVER SHARE A PASSWORD!
— Not with a spouse, partner, roommate, BFF, or from one website to another.

17




Passwords — Most Common

123456
Password Phone

12345678 1. 0000
Lifehack

Qwerty 2. 1234

abcl123 3 2580
111111

Monkey
Consumer
12345

. 0

Letmein

. Trustnol

I O n[H WIN =

N N = Y (o)
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" Other Private information

e Social network posts
— Reveal location,
— Travel plans,
— Just embarrassing

Disparaging tweet about Gov. Sam Brownback
lands Kansas teen in principal’s office

\

 More common, posting information about ourselves we later
regret

— “Bored at work” — girl posted while at a UK job and was later fired

— Posting photos of underage drinking — lost college scholarships;
school teacher lost job;



Real story of Alison Chang - Dallas, TX

http://www.nytimes.com/2007/10/01/technology/01link.html

Photo taken at church BBQ Posted to Ends up on Australian bus ad

DUMP. YOUR
PEN FRTEND



http://www.nytimes.com/2007/10/01/technology/01link.html

Real story of Smith Family — St. Louis

http://www.npr.org/templates/story/story.php?storyld=105318456

They take a Iover Chrlstmas card photo That turns up as a Czech grocery ad!

= by o oua ol L



http://www.npr.org/templates/story/story.php?storyId=105318456

Using Social Networks appropriately

e Use privacy settings and safety settings
* Use unique password and don’t share it

* Log out when you are done

— “frape” — term used to describe having your
Facebook hacked by a friend

* 1in 10 social network accounts is hacked
(Norton study)

e Users can temporarily de-activate their account

* FBParents.org has a free guide to using
~acebook safely

* Don’t leave your mobile phone unlocked!




- Email Issues

Filter / block spam and unwanted senders
Spam

Viruses / Malware

Dangerous links / scams - Phishing

Kids being mean to each other



" What is Spam?

*Unwanted emails
*Up to 80% of the world’s email is spam
*Some is dangerous:
*Chain letters with virus or mail hoaxes
*links to websites with malware
eattachments that have viruses in them
*Phishing emails — offers that are dangerous or fake



Spam Video...



http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
http://youtu.be/gkBPxfJTjK8
http://www.youtube.com/watch?v=gkBPxfJTjK8&feature=youtu.be

Spam examples

Renee, you have 1 friend request

Facebook <update+22brrbwx@facebookmail.com=>
@ If there are problems with how this message is displayed, click here to view it in a web browser,

Sent: Sun9/16/2012 12111 PM
To Renee de Gray

You have new notifications.

A ot has happened on Facebook since you last logged in. Here are some notifications you've missed from your
friends.

25, 1 friend request

View Notifications Go to Facebook

This message was sent to gary@awsns.com. If you don't want to receive these emails from Facebook in the
future, please click: unsubscribe,
Facebook, Inc. Attention: Department 415 P.O Box 10005 Palo Alto CA 34303




Spam examples

aw

danielle david <danielledavid9168@ymail.com=
@ Extra line breaks in this message were removed,
Sent: Mon9/7/2012 11:24 AM

To gary @garden-traders. com; michiganduster 18@googlegroups. com; trainer @tigrentearning.com; droxine_stratos @yahoo, com;
lora_boulding @yahoo.com; ckashef@gmail. com; csvaldivieso @comcast.net; kheyatiefner @universityalliance.com; errol.m. williams @us. army. mil;
bobmonti@msn.com; uzkool4233@yahoo.com; hr@ghafari.com; marysue.allen@chi. frb.org; mark@markaveril.com; secara 102@hotmail.com;
chrisnesbitt@comcast.net; ocbrennan@comcast.net; michelle. martinez@sierradub. org; bgorovets @yahoo. com; brion. owens @gmail. com

It*s fantastic!
http://ttchimay.be/rdjfvcil.php?nofenumberID=42

But a big, fine looking man jumps up on a bench and shouts:Hold on! Just a
word, gentlemen." (c) lundy aeker Mon, 17 Sep 2012 16:23:57




Spam examples

Sad Trip....Bob

Bob Sheldrick <rssmjssr@sbcglobal.net=

Sent: Fri9/14/2012 9:17 AM
To undiscosed recipients:

I really hope vou get this on time. [ didn't tell vou about my travel to Spain for a short vacation, but unfortunately [
was robbed at the hotel where [ lodged along with other folks. I didn't bring mv phones here and the hotel
telephone lines were disconnected during the incident. So [ have access to only emails. Please I'm going to need
some sort of loan from vou for me to relocate to another hotel close to the embassv and also get another flight
ticket. Those thieves made away with mv credit cards as well which is whv this can't be resolved instantlv I cant
believe its really happening to me

As soon as [ get home [ would refund the monev. The Embassv and Police have failed to be effective in this matter,
besides paper work would cost me davs I can't afford. I'll let vou have the details vou'll need in sending money
through Western Union if vou can help. Thank God I still have mv passport, so I'm waiting for vour mail.

Bob




Avoiding Spam and Staying Safe

* Never click unknown links or reply to these emails

* Check sender’s email or web address. Look at the part that
is “.com” or “.gov”. Whatever is just to the left is the
website.

— i.e. onlinefamily.norton.com = a norton website
* Never respond to “urgent” or “emergency” emails

* Never give out your private information like passwords,
account number, social security numbers, etc.

* Just because it looks legit, or has the right logos doesn’t
mean it is

 When in doubt, visit the website and login as normal to see
if your account needs attention




Avoiding Spam and Staying Safe

* NEVER FORWARD cute emails / jokes
* Instead COPY and PASTE

Sap
Dnbac W, 5 Sap 3003 1803750 700
g B L T T
L P AUIIG

ﬂﬁ Coasslomaios DrgitiSg o SoastenaiR ooyl o Eenn TS T et PR et

e - N S E T M -l S MU P - S -t PR S - IS L A LRl LR bt B N M Wit 8 Ear Lt M M oKl -l - L 8 P A el T M O M-t A e L Pl A3 - - i

P ey
D Pk Tl g g e o g 3 e o e [ETE_pree ama sy
e Tud, by 4, 2208 2 44 ki pm
ALIhG
1
Well deae. Do Bk =Ea = mmch milica yo=x.
Thix & 3o will dear, by 2 tomages, well wooh vicwing. The
Bazc the wodkd SEouicy

This piece of zenius was done by & hizh school student!
http:fwww voutube comfwatch?




Spotting Virus or Malware Infection

* Your computer might run more slowly or
have trouble starting

* Some programs might not start, especially
your security software

* You might see flickering hard drive light when
you aren’t using computer

* When you look at your computer’s list of
programs you might spot odd listings

* OFTEN YOU CAN’'T EVEN TELL!!!



What do | do if my computer has a
Virus or Malware Infection?

* BestBuy — GeekSquad
* Lombardo Computer Service — Rochester
* Friend

e Relative
e ME?




- Computer Protection...

* Norton Internet Anti-Virus / Security / 360
e Kaspersky Anti-Virus

* AVG Anti-Virus Free

* Avira Free AntiVirus

* Avast! Free AntiVirus

* Microsoft Security Essentials




- SmartPhone (Droid) Protection...

* Lookout Mobile Security
 WebRoot Mobile Security Basic
* Anti-Virus Free

* NetQin Antivirus Free

* Dr. Web Anti-Virus Light




- SmartPhone (I0S) Protection...

* Lookout Mobile Security

* TrendMicro Mobile Security

* Symantec Mobile Management
~ * Trend Smart Surfing

X Intego’s VirusBarrier

* Sophos Anti-virus

 ESET Mobile Security




- STOP Mis-information

* Snopes.com

* TruthOrFiction.com

* Urbanlegends.about.com
* MuseumOfHoaxes.com

e StraightDope.com

* UrbanlLegendsOnline.com



- STOP Mis-information

Do not turn on A/C immediately as soon as you enter the car! Please open
the windows after you enter your car and dc}ut turn ON the air-

conditioning immediately.

According to a research done, the car dag \ ir freshener emits
of the heated
. It poisons your
lls.” Prolonged exposure
cer. May also cause

will cause Leukemia, increasing
miscarriage.

Acceptable Benzene legel it ~< A sq. ft.. A car parked indoors
00-800 mg of Benzene. If parked
erature above 60 degrees F, the Benzene
level goes up to 20N 40 times the acceptable level ... and the
people inside the car ' v Inhale an excess amount of the toxins.

It iIs recommended that y:ﬂ open the windows and door to give time for the
interior to air out before you enter. Benzene is a toxin that affects your
kidney and liver, and is very difficult for your body to expel this toxic stuff.



STOP Mis-information

A
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smoke used in the




STOP Mis-information

Throughout the world, people of all religions recognize Jesus Christ as an example of love, compassion, sacrifice and service. Reaching out to the poor,
the suffering and the marginalized, he provided moral leadership that continues to inspire countlesz men, women and children today.

To honor his life and teachings, Christians of all races and denominations have joined tooz
celebration of unity, they are taking part in the 10th annual March for Jesus in cities throv;
in 1991, is now held in nearly 180 countries. Jesus Day challenges people to follow Christ'=N
neighborhoods. By nursing the sick, feeding the poor or volunteering in homeless sk

esignate June 10 as Jesus Day. As part of this
Lone Star State. The march, which began in Austin
orming good works in their communities and
y a role in making the world a better place.

I urge all Texans to answer the call to serve those in need. By volunteering their N
follow Christ's message of love and service in thought and deed.

lping others, adults and youngsters

Therefore, I, George W. Bush, Governor of Texas, do hereby procla$

\ as and urge the appropriate recognition
whereof, in official recognition whereof, T hereby affix my signature this 15N

June 19 JESUS DAY



STOP Mis-information — SNOPES.com

S " Smart Move Sales Event
lwe Lom
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« Tap Scams

+ SNOPES,com
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« About
SNOPES,COm

« Privacy Policy

WaAWIHOpeLCam
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Walcome to snopes.com, the defietive Intemat reference source for urban lagends,
folklore, myths, rumors, and misinformation. Use the search box above to locate
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Review and Wrapping up

* Key parent issues

* Video site management

* User Accounts

~ * Using Phones, Email, Social Networks

e Passwords

* Privacy and reputation issues
 Spam and Malware
e STOP the Mis-Information



QUESTIONS?
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